Fingerprinting Across Memory Interconnects

CAICM

Srinivas Chellappa, Frédéric de Mesmay, Jared Smolens, Babak Falsafi, James Hoe, Ken Mai

Introduction

« Soft error rate becoming a problem in high performance microprocessors
* Fingerprints detect errors in dual modular redundant (DMR) systems

Problem:

« Past implementations assumed fixed-latency,
dedicated, pipelined interconnects for fingerprint
comparison

* Requires additional hardware
« Redundant core pairs fixed at design time

Shared Cache

Observation:

+ Modern CMPs (eg: Sun Niagara) include high-bandwidth
memory interconnects to connect cores on-chip
« Plenty of spare bandwidth available

Can we use the existing on-chip interconnect for fingerprints?
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Background

On-chip Interconnects
« Cross-bar type, message based
« New chips have high-bandwidth interconnects (Sun Niagara2 ~270 GB/s)
« Interconnect latency is variable due to queueing
« Spare bandwidth available

Fingerprinting
Instruction stream Stream of updates Fingerprint
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Architectural Fingerprints:

« Small (2-byte) hash of architectural state generated off the critical path of the processor
+ Compared periodically between cores to detect errors

« Equivalent to comparing results of a group of instructions

Dual Modular Redundancy (DMR)
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« Redundant execution across pairs of cores
« Fingerprints periodically compared across cores
« Logical processor pair appears to be a single core
Vocal core: execution results visible to system
— Maintains baseline coherence protocol
— Stores globally to memory
— 000 execution, cache unchanged

Vocal

Reunion Model
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Mute core: no effect on system state
— Cache not tracked by coherence protocol
— Mute stores visible only in private cache
— Cannot break vocal’s coherence protocol

Idea:

« Send fingerprints as messages on
existing on-chip memory interconnect
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Performance Factors

==! . Our baseline system is &
a Reunion system

« For >=32 instruction
intervals, performance
impact is negligible

« Interconnect

Design Parameter:

« Fingerprint interval is the number of
instructions between two fingerprint
comparisons

Design Issues:
« Contention between fingerprints and
memory messages could potentially slow

Shared Cache down system

Fingerprint latency distribution.
Commercial workload
(DSS query 1, 32-cycle FP interval)

Cumulative Instances (%)

* 90% of the transmissions
are completed in 9
cycles or less

« Compare to typical
(fixed) 10-cycle latencies
when using dedicated
datapaths
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Scientific workload
(ocean, 32-cycle FP interval)
bandwidth demands:
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« Fingerprint interval: Affects performance the most. Our design is viable for intervals >=32 instruction fingerprint intervals
+ Workload characteristics: Workload’s L2 bandwidth usage impacts fingerprint transmission via the interconnect
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+ On-chip memory interconnects are viable for communicating
fingerprints
* Re-uses existing hardware infrastructure
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